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Abstract. Many types of bot leverage functionality to reach out to the user, ini-

tiating contact –for example providing details of cheap flights, the current 

weather or when an item is on sale. However, their designs are broadly shackled 

by the terms and conditions of the social network platforms they are built upon, 

and specifically have to adhere to the principle that bots should always be “opt-

in”, and should not contact users without their consent. This vastly limits the 

opportunities for bot designers to produce innovative, and ultimately useful, bot 

experiences. In this position paper we explore the origin of this design re-

striction, the ethical implications, and present the case for proactive bots.  
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1 The Design of Bots 

The rise of social media platforms have transformed the modern communication land-

scape, including the ways that corporations and governments communicate with us. 

With this, software robots, or “bots” that situate themselves upon, and operate across, 

platforms such as Twitter and Facebook have proliferated. Bots perform a variety of 

functions, and have been touted bots as “the new apps” [8], with many companies 

developing and deploying bots to improve their customer experience [6]. However, 

their ability to operate continuously in an autonomous manner presents challenges in 

some contexts. The detection of problematic “spam bots” on social networks is an 

active area of research [10], and more recently the way bot may influence political 

opinion and decision making is being explored [4]. Exploring the ethics of bot de-

signs, Maréchal [5] examined the ways the terms and conditions of different platforms 

guide the creation of bots, specifically noting how different platforms facilitate or 

limit aspects of human rights.   

Bots utilise social media platforms through an API (Application Program Inter-

face), which provides access to various functions such as searching, liking, friending, 

posting, and so on. The usage of the platform is restricted through one or more sets of 

terms and conditions (T&C) created by the platforms to regulate usage in order to fit 

their overall strategic goal, such as to provide relevant content for users, and to reduce 

offensive content. Taking Twitter as an example, there are two sets of T&C governing 

the deployment of bots, one for general usage of the Twitter platform, and a more 
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specific set of "Automation rules" [9]. This latter set of T&C gives some specific 

guidance to developers, such as not to post "spam" content, and not to directly contact 

users unless requested to do so. Throughout, they describe that bots should provide 

“community value” (a hard to define concept) when using the platform. There are 

many bots on Twitter that adhere to these rules; however there are bots that break the 

rules, such as @ilduce2016 that tweets Mussolini quotes at Donald Trump every day 

since 2015, with the aim of receiving a retweet from him. Upon its success, it was 

widely discussed in the media [3]. Based on Twitter’s stance of opt-in only bots, it is 

clearly breaking the rules and would be banned from the platform, but no action has 

been taken to date by Twitter.  

2 Should Bots Reach Out? 

In the offline world, there are many automated systems that have been developed and 

implemented that initiate communication with a person. For example dentist’s offices 

normally send automated reminders that you are due for a dental appointment, whilst 

you may not have explicitly opted-in to receive such letters. In such instances, the 

intent is that the communication will have some direct benefit to you. In the bot con-

text, a bot operated by your banking provider may reach out to you if they are strug-

gling to make contact with you, in order to verify account transactions. There is op-

portunity to use bots to enhance the customer experience, given the bank likely al-

ready has your telephone number.  

Beneath the design of any bot that reaches out is a broader question of intent. Put 

simply, bots may be designed to benefit the user being contacted (e.g. an urgent warn-

ing from your bank), or they may be designed to benefit the creator (e.g. to send spam 

to the user, potentially making the creator profit). The tension here is that contacting a 

person without consent are open to different motivations, and intent behind the com-

munication. In non-digital communication, many countries have regulations and laws 

that maintain minimum standards for communication (e.g. no spam or false advertis-

ing). However this does not exist per se in the online context, particularly due to a 

lack of jurisdictional control by any government, and thus the role falls to the plat-

forms themselves. The contrast here is that platforms are not independent, and hold a 

desire for profit and continued utilization of their platform and products. As such, this 

has led to, specifically, an entrenched attitude that bots should not reach out to users 

without their consent, as platforms are afraid of the threat to their platforms from 

spam, abuse and unwanted communication. However as highlighted throughout this 

position paper, we argue that allowing bots, within reason, to reach out to users pro-

vides an important, enriching and useful experience for users. 

As a counter point, enabling corporations and governments, through bots, to harry, 

remind and cajole us on a large scale through social networks, may lead us towards a 

“Kafka-esque nightmare”, where bots exert huge socio-bureaucratic influence over 

our lives - something analogously described by [2] when discussing the anti-fraud 

telephone systems historically used by banks. 
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3 Future Thinking 

It is clear there is prior precedent in traditional communication systems for reaching 

out to users first, and that when appropriately regulated these systems become an 

integral, unobtrusive part of our lives. As it currently stands platforms are wary of 

enabling large scale abuse of their platforms, and the subsequent driving away of their 

users. However these rules are not always enforced strictly, as it is clear there is some 

benefit to this design choice, and there are potential uses where bots reaching out to 

users can enrich the bot-human interaction. Rather than encourage a return to a “wild-

west” of bot usage on social media, we encourage bot designers to reflect on the de-

sign choices enforced by platform T&Cs, as well as encourage further work to estab-

lish if, when, and how bots should reach out and contact users. As an example, de 

Lima Salge [1] recently proposed an ethical framework for examining a bot’s func-

tion, which clearly articulates what would be required for bots to be classified as ethi-

cal, such as justifying the violation of an accepted social. Using such theoretically 

grounded frameworks as part of platforms T&Cs would bring increased transparency 

and clarity for developers of bots. 
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